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Abstract

The emergence of edge computing, characterized by its distributed nature and real-time processing, necessitates a paradigm shift
in access control mechanisms. Traditional, static methods struggle to adapt to the dynamic and heterogeneous environment of
edge computing. This research addresses this gap by proposing an Adaptive Risk-Based Access Control (ARBAC) model
specifically designed for edge environments. The objective of this research is to develop a robust access control system that
dynamically responds to the changing security landscape of edge computing. The proposed ARBAC model integrates real-time
data on user context, resource sensitivity, action severity, and risk history to dynamically assess the security risk associated with
each access request. This approach ensures a balance between robust security and user experience by tailoring access controls
based on the specific context. The research builds upon the growing recognition of the limitations of traditional access control
methods in edge environments. EXxisting literature highlights the need for adaptive and risk-based access control models to
address the dynamic nature of edge computing. This research contributes to this evolving field by proposing an ARBAC model
that leverages real-time information for contextually relevant access decisions. The proposed ARBAC model offers several
advantages. By dynamically adjusting access controls based on risk levels, the model enhances security and ensures compliance
with regulatory requirements. Additionally, it improves network performance by reducing load and facilitating faster access to
resources. Furthermore, the model's scalability makes it suitable for managing access in large-scale edge deployments. In
conclusion, this research proposes an ARBAC model that aligns with the dynamic nature of edge computing environments. By
leveraging real-time data and contextual information, the model offers a robust and adaptable approach to access control,
promoting security, compliance, performance, and scalability in edge computing. This research paves the way for further
exploration and implementation of ARBAC systems, empowering organizations to effectively manage access control in the
evolving landscape of edge computing and loT.
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1. Introduction

In recent times, cloud computing has played a vital role to puting defines a model that permits global, accessible,
meeting Information Technology requirements. Cloud com-  on-demand reach to a common collection of computing re-
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sources such as storage, servers, networks, computations,
services and applications; that can be swiftly created and
deployed with little to no communication between service
provider and cloud data center. The utilization of cloud
computing approach has increased the communication fre-
quency between devices, such as smartphones, computers,
wearables and so on [1]. In spite of the benefits inherent in
cloud computing, a few large-scale data centers have been
established by public cloud providers globally. These
large-scale data centers are equipped to assist a very large user
base with sufficient computing resources. However, the cen-
tralized nature of these resources indicates a large gap be-
tween the device of the user and their clouds, resulting in the
increase of latency and jitter on the network [2]. Thus, cloud
services lack direct access to local related information of users,
such as detailed location, network statuses, and mobility be-
haviour. As well as, various real-time prerequisites such as
context awareness, mobility support, reduced latency and
reduced jitter [3]. These limitations have given rise to many
emerging paradigms such as mobile (cloud and edge) com-
puting and fog computing. The mutual denominator is that,
Edge Computing allows applications to run on network nodes
(edge). It is noteworthy that every knowledge model, whether
implicit or explicit, is dedicated to some conceptualization;
and ontology explicitly specifies the conceptualization.
Therefore, an ontology is the assembly of various entities and
their relationship [4].

Thus, from an ontological perspective, recognizing edge
computing characteristics, features, behaviours, and other re-
lated important aspects, are vital for an adequate understanding
of its conceptualizations. Considering cloud computing tax-
onomy as a pathway, an edge computing model can be built
systematically by unifying its features into groups and sub-
groups. Edge Computing defines a distributed system of
computing and storage at the network edge closer to the
sourcing devices, hence allowing real-time computing tasks.
Compared to cloud computing paradigm, edge computing
allows data collection, analysis and usage on the device of the
user or close to it in a distributed way. Although, decentralized
system has been widespread before the centralized system, it
has become more significant with the erratic increase in the
data volume, traffic, analysis, and storage, with bandwidth and
security as limiting factors. Thus, edge computing can be con-
sidered as a decentralized cloud computing paradigm and as
such a complement to the current cloud computing methodol-
ogies [5]. In edge computing, infrastructure providers own and
deploy edge data centers, which are implementing a mul-
ti-tenant virtualization infrastructure, wherein any customer can
utilize the data centers' services. Furthermore, although edge
data centers are autonomous and cooperative, they are still
connected to the traditional cloud. Hence, an ordered mul-
ti-layered architecture unified by a network structure is possible.
Also, considering existing underlying or core infrastructure,
various support mechanisms can be provided, such as registra-
tion and authorization services. And trust domains, such as
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edge infrastructure, can cooperate to produce an open network
where vast number of customers can be served [3].

In addition to the continuous advancements in wireless
sensor networks, ubiquitous computing, and communication,
the number of interconnected devices is growing. Edge
computing is a key player in several of these sectors, facili-
tating internet-based communication between disparate
physical devices that are each uniquely identifiable [6].
Consequently, edge computing makes available solutions by
mining and processing the basic data and information at the
source with very little to no data center capacity. And after-
wards, forwards to the central cloud data center; thus, in-
creases organizational profit at different levels such as cost
saving, reduced cloud connection time, instant data queries
analysis as well as most precise and fastest user response [7].
In light of this, infrastructures for registration and permission
are essential for registering and examining the credentials of
different entities in order to approve their requests to do spe-
cific tasks. In the absence of an authorization infrastructure,
anyone can misuse the resources of the infrastructure, assume
the role of an administrator and manage its services, and allow
attackers to access all resources. Because edge concepts have
advantages, it is imperative that an authorization infrastruc-
ture be implemented in each trust domain. This enables trust
domain owners to disseminate and put their security guide-
lines into action [3]. Such infrastructures can, in theory, pro-
cess any entity's credentials based on an established trust
relationship. In addition, taking into account a variety of
contextual data, such the location, who owns the resources,
and the details of the authentication procedures. Access con-
trol management system became essential as a result.

However, traditional access control techniques are limited
by inflexible and invariable access control policies which are
inappropriate to dynamic and heterogeneous settings, which
presents a continual change in available users and resources
as well as increasing administrative complexity [8]. How-
ever, the advent of new access control prerequisites resulting
from existing security needs and the need of very dynamic
environments, has brought about the advancement of access
control models based on risk management [9]. A major
benefit of risk-based access control models is the incompa-
rable handling of access requests, when access must be
granted to execute an important action, even without prior
authorization, enabling flexibility in accessing resources. In
order to respond to access requests and provide a dynamic
response, this research uses an adaptive risk-based access
control system that takes into account real-time data and
information. In principle, each access request must be dy-
namically analyzed, with regards to predefined policies and
contextual information and may exceptionally grant access
request if the risk is tolerable.

1.1. Objective of the Study

This research seeks to elucidate the need for adaptive Ac-
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cess Control system at the Network edge. The objectives are
to: provide an understanding of access control policies; carry
out a literature review of existing access control strategies and
identify inherent limitations. Based on these limitations, we
propose an access control system, discuss on findings and
conclude.

1.2. Significance of the Study

Traditionally, access requests have often been granted
based on static and rigid policies, which do not consider re-
al-time risk factors. By not considering these risk factors,
trusting has been implicit, such that access is granted based on
having the correct credentials. However, it is not ideal to grant
access at the time of connection as the risk level may change.
Adopting adaptive access is important for ensuring the right

users are granted connection to sensitive data and information.

This research aims to show that the application of an Adaptive
Access Control System offers a better and improved fi-
ne-grained access control to edge services while increasing
network efficiency, flexibility and reliability.

1.3. Contribution to Knowledge

There are various ways in which creating an adaptive ac-
cess control system at the network edge through an adaptive
risk-based methodology might advance knowledge:

Improving security: One of the main benefits is that it can
help improve the security of an organization's network by
controlling and monitoring access to resources. By using an
Adaptive Access Control System to dynamically adjust access
controls based on the contextual features associated with a
particular request, providing an additional layer of security.

Enhancing compliance: An adaptive approach offers a
means of controlling access to sensitive data and resources,
which can assist firms in meeting regulatory compliance
obligations.

Enhancing Performance: An Adaptive Access Control
System at the network edge, can reduce the load on the in-
ternal network, which may result in better performance, and
faster access to resources.

Enhancing Scalability: An Adaptive Access Control Sys-
tem at the network edge can also improve scalability, making
it easier for organizations to manage access controls for large
numbers of users and resources.

Adaptive Security: This research can also contribute to the
field of adaptive security by providing an understanding of
how security measures can be adjusted in real-time based on
the level of risk.

2. Literature Review

2.1. Edge Computing

Cloud computing have been trending owing to its assem-
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blage of computing resources (server, network, storage)
shared to serve numerous users, using a multi-tenant model.
The cloud computing paradigm offers an assortment of de-
ployment and service models, ranging from private to public
clouds, and from Infrastructure as a Service (laaS) to Platform
as a Service models (PaaS) among other services. Its eco-
nomical and efficient services have made it wildly accepted in
various fields. Thus, producing a global increase of cloud and
edge computing. Despite the inherent benefits of cloud
computing, the centralize nature of resources infers a large
gap between consumer devices and their clouds, thus, in-
creasing the network latency and jitter [2]. As well as, cloud
services lacking the ability to access local contextual infor-
mation, such as detailed location, network statuses, mobility
behaviour. For these reasons, in recent years, several emerg-
ing paradigms have emerged, such as edge computing. A new
paradigm in computing called "edge computing" promises to
speed up service requests and bring cloud computing services
closer to customers. Numerous additional technological ap-
plications have improved as a result of edge computing. Thus,
enabling the provision of a large variety of services and in-
formation in large quantities [10].

The goal of edge computing is to offer a network edge
computing platform with cloud computing capabilities. Re-
duced latency, more bandwidth, access to radio network data,
and location awareness are benefits of placing cloud services
at the network edge. This enables the implementation of new
services and the improvement of current infrastructure.
Third-party service providers are also free to choose how their
services are positioned. Additional application areas include
gateways for the Internet of Things, smart video acceleration,
linked autos, and augmented reality, among others [3]. In
order to establish an edge computing environment, virtual-
ization servers must be positioned at multiple network edge
locations. LTE/5G base stations (eNodeB), 3G Radio Net-
work Controllers (RNC), and multi-Radio Access Technology
cell aggregation sites are a few examples of deployment lo-
cations. Services connected to edge computing as well as
other relevant services should be hosted on this virtualization
infrastructure [11].
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Figure 1. Functional structure of edge paradigms [3].
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2.2. Benefit of Edge Computing

There are several noticeable benefits of implementing Edge
Computing, which can be categorized as follows:

Communication: Edge Computing networks can tremen-
dously improve network communication performance, thus,
reduces latency, bandwidth usage, power consumption, and
packet data complexity [12]. This enables the fulfilment of
Quality of Service (QoS) requirements in real-time applica-
tions and services.

Computation: In edge computing networks, data processing
and computation are done at the edge servers, reducing the
enormous burden on the centralized cloud servers. This
promises improved network efficiency considering utilization
of resources and priority management. [13]

Storage: Since end devices typically lack storage capabili-
ties, edge computing servers can offer storage services, by
transferring all generated and collected data to the storage
servers. Hence, assisting with handling load balancing and
failure recovery issues, resulting in a substantial improvement
of Quality of Service (QoS) [14].

2.3. Challenges of Edge Computing

Even with the numerous benefits of edge computing, there
still many key challenges such as:

Security and Privacy: Since sensitive information will be
exchanged and, in some cases, put in storage in the edge
computing servers; privacy and security are critical limita-
tions in such decentralized network. This makes edge com-
puting networks more susceptible to cyber-attacks and threats.
By and large, attacks are faced during the three essential edge
computing resources (communication, computation, and
storage) [3].

Network Heterogeneity: Edge Computing networks are
heterogeneous, bringing together various topologies, servers
and platforms. Hence, guaranteeing continuous functions for
devices, characterizes a major limitation in a complex and
sophisticated environment.

Resource Management: Governing, handling, and en-
hancing the three key resources of Edge Computing networks,
which are communication, computation, and storage, is a
crucial issue that requires appropriate investigation. This issue
is as a result of the heterogeneousness of service providers,
edge applications, devices and so on.

Smart System Support: The integration of smart devices
will provide an unparalleled opportunity for data collection
and exchange, provision and optimization of resources, and
management. However, there are limitations in enabling
multiple edge computing servers to store, process and ex-
change data from these multi-platform devices across a large
topographical area, in a way consistent with optimum and
well-timed management decisions [14].
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2.4. Access Control Mechanism

It is important to remember that access control is used to
restrict actions taken by authorized users and stops any ac-
tions that might lead to a security breach. The security objec-
tives of availability, integrity, and confidentiality should be
met. Authorization policies are imposed via access control
techniques, which restrict users from accessing things they
shouldn't be able to, hence imposing consent [15].

Access control is currently used for resource management at
several levels in many different domains, allowing only au-
thorized users to access resources in an authorized manner. An
access control model encompasses five essential elements [16]:

Subjects: This characterizes several units that represent
users or agents, requesting access to resources.

Objects: This defines the system resources, which includes
data and/or information, that needs to be retrieved by the
subjects.

Actions: This characterizes several categories of activities
(read, write, execute) that subjects can carry out on a specific
object.

Privileges: These are the approvals granted to subjects to
enable the carrying out of a specific activity on a specific
object.

Access policies: These are a collection of rules that stipulate
the criteria needed to ascertain the access decision for each
access request, whether granted or denied.

Object
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Figure 2. An access control process flow [17].

It begins when a subject requests access from the access
control manager to a specific object. Then, the subject’s cre-
dentials are compared against the access policies, by the ac-
cess control manager, to resolve whether or not to grant or
deny access respectively. If granted, the subject is allowed
access by the access control manager to the object. While if
denied, the subject is not allowed access by the access control
manager to the object.
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2.5. Traditional Access Control Mechanism

Static and prearranged policies are used by traditional ac-
cess controls to control access decisions. Thus, these static
rules make the same choice in various instances. While tradi-
tional access controls have been successfully implemented in
many environments to address various issues, their primary
purpose is to establish a connection between the resources that
a request for access is made for and the information pertaining
to an access control policy. The management of an access
control implementation can range from dealing with an un-
foreseen circumstance to many malicious entities acquiring
access to active accounts. Because of these limitations, using
static, pre-planned policies to address unforeseen scenarios is
not a viable option when using traditional access control
techniques. More flexibility in resource access is needed for
many dynamic and decentralized systems, and this tight ap-
proach does not provide the necessary robust security safe-
guards. Alternatively, in situations where contextual infor-
mation are not collected during the access request, this static
method works well [18]. There are numerous traditional ac-
cess control techniques which includes [17]: Access Control
List (ACL); Discretionary Access Control (DAC); Mandatory
Access Control (MAC); Role-Based Access Control (RBAC).

2.5.1. Advantages

Easy to comprehend, assessment, and sustain.

Faster to be produced.

It applies an impartial method; thus, the result is more ac-
curate.

No contextual data needed; thus, access decisions are faster.

2.5.2. Disadvantages

Flexibility is affected as it cannot adapt to changes in con-
ditions.

It has an imperfect policy and lacks a plan for all possibili-
ties; thus, problems may arise.

Poor scalability particularly with a bulky number of sub-
jects and objects.

Difficult to bring up-to-date access rights for individual
users.

2.6. Dynamic Access Control Mechanism

The core idea behind dynamic access control techniques is
that access choices are made by taking contextual factors into
account in addition to access policies that are gathered at the
time of the access request [19]. As a result, it offers more
flexibility and may be adjusted to different situations when
choosing access. When offering a well-organized and flexible
access control method, accepting dynamic access control
should be a top focus. However, because current access con-
trol methods rely on strict access regulations, they are unable
to offer recommendations for enhancing automation. The
human analysis and lack of automation in current access

control techniques make them prone to mistakes and other
forms of cyberattacks. Furthermore, when addressing a threat
that was unknown before, typical access restrictions have
limitations when it comes to addressing risks and hazards in
real time. This is based on the facts that decisions about access
are based on a set of policies that are limited to solving issues
that have already been identified and are unable to quickly
determine various access control scenarios [20]. Dynamic
access control techniques use real-time aspects including trust,
setting, risk, history, and operational requirement to offer
access decisions, in contrast to static regulations. Furthermore,
dynamic access control can adjust to various situations when
making decisions.

2.6.1. Advantages

Adjust to unexpected conditions that is not expected by the
policies.

Flexibility improves while accessing system resources.

Real-time risk and threat resolution, especially when ad-
dressing an earlier danger.

2.6.2. Disadvantages

Increased complexity, particularly with several contextual
characteristics.

Contextual features are adjusted based on the application
area.

Effective contextual features are difficult to identify for the
access control technique.

Prejudice in designating a level to the contextual feature.

Time complexity increases for treating contextual features
with the policy.

Increased computing power is required.

2.7. Review of Related Literature/\WWorks

The control of access requests is a pivotal component in
ensuring the security of network access. Existing access con-
trol mechanisms, predominantly reliant on public keys, have
shown complexity and vulnerabilities against attacks. [21]
introduced novel access control methods based on hash trees.
Their evaluation highlighted reduced computation, storage,
and communication complexities compared to prevailing
methods. These approaches demonstrated resilience against
node capture, replay attacks, and request-based threats.
However, security levels remained consistent with earlier
mechanisms. a [22] dressed access control in cloud computing
with categorical quantum cryptography. Their protocols,
analyzed via graphical language, showcased unrestricted
security and current implementation feasibility. Meanwhile,
[23] responded to limitations in attribute-based access control
(ABAC) with fuzzy-extended ABAC (FBAC). Experimental
assessments revealed enhanced time efficiency and servicea-
bility while maintaining security, albeit at a similar complex-
ity level.

Advancements in virtualization technology have prompted
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access control strategies. D. Lang et al. [24] introduced a
Docker role access control mechanism, rectifying gaps in
other strategies. Additionally, in Software Defined Network
(SDN) settings, [25] presented an MD-UCON access control
model, tailored for multi-domain SDN needs, while ensuring
adaptability and finer granularity. With the surge in Internet of
Things (loT), [26] conducted an exhaustive study on Con-
text-Aware Access Control (CAAC) mechanisms, addressing
Internet of Things’ shift to dynamic cloud environments. A. I.
Abdi et al. [27] scrutinized blockchain-based access control
for Internet of Things, leveraging decentralization and tam-
per-proof features to resolve security issues. Yet, concerns
around privacy integration remained. Blockchain's influence
extended to medical data sharing. [28] proposed a block-
chain-based privacy-preserving scheme, bolstering privacy
and access control for medical data sharing. Similarly, [29]
decentralized access control through blockchain implementa-
tion, preventing tampering and single points of failure.

Incorporating multi-level security, [30] introduced the
Matrix-Domain-Security-Label ~ Access Control Model
(MSAC), emphasizing coarse-grained scope classification for
cross-domain and cross-organization MLS 'Need-to-know'.
[31] addressed Internet of Things’ scale with a block-
chain-backed attribute-based access control mechanism, en-
suring trusted access control while preserving privacy. At-
tribute-based access control found application in blockchain
environments. [32] developed a revocable attribute-based
access control system, enhancing security by enabling attrib-
ute revocation. In conclusion, access control mechanisms
have evolved to address intricate security challenges, span-
ning cloud computing, Internet of Things, virtualization, and
blockchain. These studies collectively strive to enhance se-
curity, privacy, and efficiency in an increasingly intercon-
nected digital landscape.

2.8. Limitations of Reviewed/Related Literature

From the literatures reviewed, some of the proposed access
control strategies employed in Edge computing services, for
achieving fine-grained access control are able to meet their
requirements but some still suffers from the following:

1) Lack of real time, automated monitoring

2) Security policy issues

3) Poor performance and accuracy

4) Computational complexity

5) Algorithmic bottleneck.

3. Methodology

The effective management of network security is para-
mount in safeguarding against both external and internal
attacks. These attacks pose a significant threat to the func-
tionality, availability, and integrity of Information Technol-
ogy (IT) systems. To address these challenges, a comprehen-
sive security strategy is essential, which necessitates a deep
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understanding of the security requirements and a careful as-
sessment of the existing security landscape. The conceptual
framework presented here draws from established security
standards such as the National Institute of Standards and
Technologies (NIST) Cybersecurity Framework [33], COBIT
5 [34], ISA 62443 [35], and ISO/IEC 27000 [36] to provide a
holistic approach to adaptive access control system imple-
mentation. The National Institute of Standards and Technol-
ogies (NIST) Cybersecurity Framework serves as the foun-
dational basis for this conceptual framework. It offers a tax-
onomy and methodology for characterizing both current and
desired security strategies. It emphasizes communication
among stakeholders to address cybersecurity threats, guides
risk evaluations, and manages risks in the face of vulnerabil-
ities, threats, and risk tolerance. In addition to the National
Institute of Standards and Technologies (NIST) Cybersecurity
Framework, this framework integrates principles from other
renowned security standards such as COBIT 5, ISA 62443,
and ISO/IEC 27000. These standards provide a comprehen-
sive perspective on cybersecurity, and by referencing specific
sections from each, a unified strategy for cybersecurity can be
developed. The objective is to harness common principles
from these standards to outline a robust approach to adaptive
access control system design.

The primary focus of this conceptual framework is to
counteract security threats and mitigate risks to Information
Technology systems. Security threats are recognized as det-
rimental to the functionality, performance, availability, and
integrity of Information Technology systems. The goal is to
proactively reduce the impact of potential security threats to a
level where Service Level Agreements (SLAS) can be upheld
while adhering to risk management principles [37]. The
framework emphasizes an adaptive security approach to ef-
fectively respond to evolving threats and vulnerabilities.
Adaptive security is aimed at preventing attacks in a timely
manner, thereby minimizing the potential impact and extent
of threats. This approach aligns with the overarching goal of
ensuring that Information Technology systems remain opera-
tional and resilient even in the face of emerging security
challenges. The conceptual framework is guided by the prin-
ciples of comprehensiveness, adaptability, and risk manage-
ment. It acknowledges that a one-size-fits-all approach is
inadequate in the realm of cybersecurity. Instead, it promotes
a systematic evaluation of security needs, the implementation
of adaptive strategies, effective communication among
stakeholders, and the continuous improvement of security
measures.

3.1. Proposed Architecture

This research adopts a comprehensive adaptive access
control system architecture proposed by [9]. A comprehensive
design of an adaptive risk-based access control model for
Internet of Things technology that takes into account real-time
data information request for Internet of Things devices and
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gives dynamic feedback. The proposed model uses Internet of
Things environment features to estimate the security risk
associated with each access request using user context, re-
source sensitivity, action severity and risk history as inputs for
security risk estimation algorithm that is responsible for ac-

cess decision. Then the proposed model uses smart contracts
to provide adaptive features in which the user behaviour is
monitored to detect any abnormal actions from authorized
users. The following design is presented:

User Resource Action Risk
Context Sensitivity Severity History
Risk Monitoring
Estimation User Activitios
l A
-

Rigk Access
fokcies Decision

Figure 3. The proposed Adaptive Risk-based Access Control Model [9].

Dynamic access control methods utilize real-time envi-
ronmental attributes to determine access decisions. Among
these attributes, the security risk associated with access re-
quests is a key factor, integrated into our proposed model for
access decisions, illustrated in Figure 3. The model features
four inputs: user/agent context, resource sensitivity, action
severity, and risk history. These inputs, collectively referred
to as risk factors, measures the security risk linked to each
access request. The resultant risk value is then compared
against risk policies to authorize or deny access. For adapta-
bility, user behavior is continuously monitored to detect
anomalous actions by authorized users. This model ensures a
balanced security level while retaining scalability and
adaptability for 10T systems.

User/agent context encompasses the environmental attrib-
utes tied to the user/agent during access requests, with loca-
tion and time being common contexts.

Resource sensitivity measures data importance to the owner
or service provider, assigning a sensitivity level based on
potential damage from disclosure. Resource sensitivity is
coupled with a risk metric proportional to data value.

Action severity measures the impact of actions on resources
in terms of security requirements. Various operations carry
different risks, such as 'view' versus 'delete’.
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User risk history predicts risk by analyzing past behav-
ioural patterns, identifying good and bad authorized users.
The risk estimation module quantifies risk values based on
input features, streamlining the risk estimation process.

Access decisions, granting or denying access, adhere to risk
policies defined by resource owners. Risk policies guide the
risk estimation module, created to identify access terms and
conditions. The total risk value is contrasted with risk policies
to finalize access decisions. The model advances flexibility by
monitoring user behavior during access sessions. In tradi-
tional models, once access is granted, preventing abnormal
data access becomes challenging. A monitoring module
adapts risk values based on real-time user behavior. Imple-
menting smart contracts introduces challenges, especially for
the first-time application in this context. Smart contracts,
running on blockchains, enforce functional demands and
validate terms' fulfilment. Comparing monitored behavior
with smart contracts prevents security breaches during access
sessions. In conclusion, the proposed model leverages dy-
namic access control principles and incorporates security risk
considerations to enhance access decisions. This approach
ensures a comprehensive security strategy while accommo-
dating Internet of Things system demands and user behav-
iours.
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3.2. Process Flow of the Adaptive Risk-Based Access Control Model

Risk
Estimation

Additional

Accept
proof of S
sertificatk Risk Lewed?
Yes l
hecepted? Yes Grant
Access
Nol
Deny
Access

Ho

e T
Risk
Policies

Yes

contract?

- .

Smart
Contract

Nonitoring user
behaviour

Figure 4. The process flow of the Adaptive Risk-based Access Control Model [9].

The adaptive risk-based access control model's process
flow, depicted in Figure 4, outlines the sequence of actions.
Initiated by the user's access request, the flow commences
with the access control manager's reception of the request.
Subsequently, the access control manager solicits system
contexts encompassing the user/agent, resource, and action
associated with the request. Additionally, the user's risk his-
tory is considered. Leveraging these contexts and the risk
history, the risk estimation module computes an aggregate
access risk value linked to the requesting user. This estimated
risk value is then juxtaposed with predefined risk policies to
ascertain the access decision. This juncture yields two poten-
tial outcomes:

Access Granted: In the event of access being granted, the
monitoring module initiates user behavior tracking. The un-
derlying smart contract utilizes this monitored data to gauge
adherence to contract terms. If the user's behavior aligns with
the contract, monitoring persists. However, any deviations
prompt a return to the risk estimation module. This ensures
proactive adjustments to user permissions or termination of
the access session to thwart potential security breaches.

Access Denied: When access is denied, the system prompts
the user for supplementary identification proof. This step
prevents legitimate users from being blocked and curbs false
positives. If the user supplies the requisite identification,
access is sanctioned. Subsequently, the flow seamlessly re-
sumes as in the case of the access-granted decision. If identi-
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fication proof is not provided, the system maintains the access
denial.

In summary, the process flow navigates through access
request handling and risk assessment to determine access
authorization or denial. This adaptive approach, grounded in
the user's behavior and risk history, ensures robust security
while accommodating authorized users and minimizing false
positives.

4. Discussion of Findings

The landscape of information technology has transformed
with the rise of cloud computing, enabling global access to
computing resources. While cloud computing has offered
significant advantages, the centralized nature of large-scale
data centers has introduced latency and inefficiencies. This
has led to the emergence of edge computing, which places
computing resources closer to the sourcing devices, allowing
real-time processing and reducing latency. The concept of
edge computing has further been integrated with 10T, re-
sulting in an interconnected network of devices generating
and processing data. Edge computing, which involves pro-
cessing data closer to the data source, has gained signifi-
cance due to its ability to address the limitations of cloud
computing. Interconnected devices, driven by the Internet of
Things (10T), generate vast amounts of data that need to be
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processed in real-time. Edge computing allows for data
processing at the network edge, resulting in reduced cloud
connection times, instant data analysis, and more precise
user responses. By improving network efficiency, scalability,
and flexibility, edge computing contributes to enhancing
performance and user experience. This paradigm shift has
created the need for adaptive access control systems that can
respond to the dynamic and heterogeneous nature of edge
environments.

The reviewed literature reflects a growing awareness of the
limitations of traditional access control mechanisms. Tradi-
tional access control methods have often been rigid and static,
failing to adapt to dynamic and heterogeneous settings. The
advent of edge computing, with its dynamic and real-time
nature, demands an access control system that is responsive to
changing contexts. As a response to these limitations, adap-
tive access control models have gained traction such
risk-based access control models. Unlike traditional methods,
risk-based models consider real-time risk factors associated
with each access request, allowing for dynamic adjustments in
access control. This research contributes to this evolving field
by proposing an adaptive access control system that considers
real-time data and information to respond to access requests
dynamically. Such an approach aligns with the principles of
edge computing, where responsiveness and real-time deci-
sion-making are crucial.

This research proposes an adaptive risk-based access con-
trol model for edge computing environments. The model
integrates real-time environmental attributes such as user
context, resource sensitivity, action severity, and risk history
to estimate the security risk associated with each access re-
quest. By considering these risk factors, the model provides a
balanced security level while ensuring adaptability for loT
systems. Access decisions are guided by risk policies defined
by resource owners, allowing for dynamic adjustments based
on real-time risk assessments. Furthermore, the incorporation
of smart contracts and continuous monitoring enhances secu-
rity measures. The discussion reveals that the Adaptive
risk-based access control offers several advantages such as:

It improves security by dynamically adjusting access con-
trols based on contextual factors and risk levels.

It enhances compliance with regulatory requirements by
providing more granular control over access to sensitive re-
sources.

Additionally, it enhances performance by reducing load on
the internal network and ensuring faster access to resources.

The adaptive approach is scalable, making it suitable for
managing access controls for a large number of users and
resources.

Furthermore, adaptive risk-based access control contributes
to adaptive security, where security measures can be adjusted
in real-time based on risk levels.

In summary, the reviewed research works collectively con-
tribute to the development of advanced access control strategies
in the context of edge computing. These strategies consider
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real-time risk factors, improving security, compliance, per-
formance, and scalability. Adaptive Risk-based access control
models emerge as a solution to the limitations of traditional
static approaches. These models align well with the dynamic
nature of edge computing environments, ensuring that access
decisions are responsive and contextually relevant. The concept
of adaptive risk-based access control is poised to reshape the
way access to resources is managed in edge environments.

5. Conclusions

In conclusion, the rapid evolution of cloud computing, edge
computing, and 10T has highlighted the necessity for adaptive
access control systems. Traditional access control mecha-
nisms fall short in addressing the dynamic and heterogeneous
nature of edge environments. This research advocates for the
adoption of an adaptive risk-based access control system that
utilizes real-time data and information to make dynamic ac-
cess decisions. The proposed model integrates user context,
resource sensitivity, action severity, and risk history to esti-
mate security risk and make access decisions that align with
the principles of edge computing.

Building on the research findings, it is recommended that
organizations and researchers further explore and implement
adaptive risk-based access control systems. This recommen-
dation is grounded in the need for cybersecurity measures that
align with the dynamic nature of edge computing and loT
environments. Organizations should consider the proposed
model's benefits, including improved security and perfor-
mance, and evaluate its applicability to their specific contexts.
Furthermore, future research should focus on refining the
implementation of smart contracts and continuous monitoring
to ensure seamless and effective integration.

To conclude, the integration of adaptive access control
systems into edge computing environments represents a sig-
nificant advancement in ensuring data security and access
management. By leveraging real-time data and contextual
information, these systems offer a dynamic and responsive
approach to access control, aligning with the principles of
edge computing's agility and efficiency.
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